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1. Preface

This document describes the minimum hardware requirements and ideal IE 9 settings for accessing POOL4TOOL. These

settings are a working example for IE9. Settings for IE7, 8 and 10 are similar except for the optical appearance of the
settings tabs.

For Firefox and Chrome based browsers, standard settings should be fine.

This document assumes that you already have a browser installed. It is not intended to describe how to install IE 9 or
how POOL4TOOL works.
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2. Systemrequirements

o PC with at least 1GHz processing power and 256MB RAM

e Screenresolution of 1024x786 (recommended: 1280x1024)

e Internetconnection with at least 56KBit/sec (ISDN or better recommended)
e Firewall Rules: outgoing HTTP and HTTPS must be allowed

e Browser: IE7 or better, Chrome or Firefox

e Java: JRE7

You can easily check if your browser is compatible by doing a "Browser Compatibility Check” in
the lower right corner of the login page (see screenshot).
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3. Browsersettings for Internet Explorer 9.0

3.1 Trusted sites
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In some environments it is required to add POOL4TOOL to the trusted sites. To add
POOL4TOOL to the trusted sites, click on the cogwheel in the upper right corner and
choose "Internet options” and switch to the "Security” tab. There you choose "Trusted
sites”. Once you are there, click on "Sites” and add "https://*.pool4tool.com/" (without
ticks) to your trusted websites.

Internet Options

¢ &
Trusted sites

your files,

Security level for this zone

Medium

- content

Internet Local intranet  Trusted sites

Allowed levels for this zone: Al

- Prompts before downloading po

- Unsigned ActiveX controls will n

Enable Protected Mode (requires restart

oK | |:

General | SecUrity | Privacy | Content | Connections

Select a zone to view or change security settings.

/" Q

Restricted
sites

This zone contains websites that you . d

4 trust not to damage your computer or

S |

Programs | Advanced

| Custom level..

Trusted sites @

¥ You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this wehsite to the zone:
| Add

Websites:

| Require server verification (https:) for all sites in this zone

Close

-




POOLQTOOL

Headline 1 | 7 of 8

3.2 Internet Settings

In the same tab as in Trusted Sites, click on the Internet Icon. On the bottom half you
got a slider. If it is set to "Medium-high" or higher, you are good to go. Otherwise please
make sure that at least the following settings under "Custom level..." are enabled:

e Active Scripting
e Scripting of Java applets

Security Settings - Internet Zone @
Settings
|| Websites in less privileged web content zone can navigate in -
Dizable
@) Enable
Prompt
=) | Active scripting
Dizable
@) Enable i
Security Settings - Internet Zone @
aut cipboard access et
Dizable Etings
Enable @ Disable -
@ Prompt Enable
= | Allow status bar updates via script == Enable %S5 filter
@) Disable Disable
Erszhla
4 I
'| Scripting of Java applets
*Takes effect after you restart Internet Explorer Dizable

i @) Enable
Reset custom settings

Resetto! | Medium-high (default) v |

. 52, Logon
Anonymous logan

oK @ Automatic logon only in Intranet zone

Automatic logon with current user name and password
Prompt for user name and password

4 I F

*Takes effect after you restart Internet Explarer

Reset custom settings

Resetto:  (Medium-high (default »| | Reset. |

[ QK ] | Cancel |
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Advanced Settings

In the Internet Options window switch to the "Advanced” tab. There you need to scroll
down until you reach the "Security” settings. Make sure that at least "Use SSL 3.0" and
"Use TLS 1.0" are active.

I =

Internet Options @

General | Security | Privacy | Content | Connections | Programs Advanced
Settings

Enable DOM Storage -
Enable Integrated Windows Authentication™

Enable memary protection to help mitigate online attacks™
Enable native XMLHTTP support

Enable SmartScreen Filter

¥| UseTL5 1.0
Use .
Use TLS 1.2
| Warn about certificate address mismatch™®

Warn if changing between secure and not secure mode | =
| Warn if POST submittal is redirected to & zone that does n

-

< S =
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*Takes effect after you restart Internet Explorer

Restore advanced settings |

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default Reset |
condition. - s

You should only use this if your browser is in an unusable state.
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